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Stop. Think. Connect.
GO TO THE: https://www.dhs.gov/stopthinkconnect-cyber-awareness-coalition. To find many valuable resources to help you make informed decisions when using the Internet and to help protect you and your family to stay cyber safe.
Next Steps
The following preventative steps are intended to help our partners to read emails safely. Email headers can be fraudulent attempting to deceive users into "clicking the link" or opening attachments to seemingly real websites:
Email headers/email body.  Delete emails if the sender’s address looks suspicious or your email address is not displaying correctly.  Are there warning signs in the email body 	such as incorrect spelling or typos?
· Never click on links within an email or text. If unsure whether the email is legitimate, 	from a 	third party retailer or primary retailer, go to their website and log on directly. 	Whatever notification or service offering was announced in the email, it should be listed 	and available 	on their website.
· Be suspicious of all attachments. Remember, sometimes people you know may have 	their computer infected with malware.  Always scan with anti-malware software.  Retailers 	typically will not send emails with attachments. When in doubt, call the retailer and ask 	if they sent an email with the attachment.
· Do not give out personal information in an email or over the phone (Vishing) 	unless completely sure. Social engineering is a process of deceiving individuals into 	providing personal information to seemingly trusted agents who turn out to be malicious 	actors. If contacted over the phone by someone claiming to be a retailer or collection 	agency, do not give out your personal information. Instead, request their name, the 	agency’s name and telephone number.  Then you call them back.  Remember, just because 	they may have some of your information does not mean they are legitimate!
     Other practical tips:
· Set secure passwords and do not share with anyone. Avoid using common 	words, phrases, or personal information and change your passwords on a regular basis.
· Keep your operating system, browser, anti-virus and other critical software up to 	date. Security updates and patches are available and free from major companies.
· Pay close attention to website URLs. Pay attention to the Uniform Resource Locator 	(URL) from websites you visit. Malicious websites will use a variation in common spelling or 	a different domain (such as .com instead of .net) to deceive unsuspecting computer users.
· For e-Mail, turn off the option to automatically download attachments.
· USE GOOD/SMART PASSWORDS; DON’T USE PERSONAL INFORMATION BASED
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CLARE COUNTY EMHSD at: beckerj@clareco.net or (989) 539-6161/ www.clareco.net/emergencyservices  
· Remember cyber security is a shared responsibility so everyone plays a role in keeping the internet safe.
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Social Engineering

‘Social enginesring s the act of manipulating someone into revealing information orticking the user info performing an acton.
The goal s to take advantage of 2 vicim's emofonal reactions and tendencies 1o get them 1o do something the malicious actor
‘wants them o do_ Malicious actors use social engineering techniques to conceal their motive and identies. They often present
themseives as a rusted source asking for assistance, o a person in need whom the victmis rying 1 hep.

‘Social enginesring s a popular tactc used by hackers and criminals because it s usually easier o expioit a victm's natural trust
than to afiack a system. For example, tis easierfor a malicous acto to fool @ vicim nto giving up teir password than it for
them o crack their password._There are mulple types of social engineering techniques. Some of hess techiques incude but
are notmited to: phishing, smishing, and vishing.

Viing i anthr e of sl anincrin e i ses  hone calntcad of L
e Cotieato o ik e i o g u vl et W e Vishing
‘type of attack, the malicious actor may use software to recreate a legitimate-sounding

O o o eesags o e Thors & robm o ot

o e Vi o a et FaVons e o ead ey Ot

s alioss o roan o Weat ot bl . 11y ke

o oo R o i i oo

o o o e o

Phishing typically occurs when a malicious actor sends an email o the target This Phishing
mail may fequest e eceiver cick on a ik, open a Gocumen, or request sddional

actions be taken. Phishing altacks can targei an indidual or they can be used —r
target an organization. They can also be sent out as widely as possible to increase

he ikeihood someone wil fal vici o theratack.

‘Smishing is ke a phishing attack, except it uses SMS text messaging instead of email Smishing
a5 its method of delivery. In this fype of attack, the attacker usually asks the victm o
divuige information or cick on a malicious link. This type of afiack s infended to lure.

vicims into taking an immediate acton. An example of a smishing message may read TEXT

*Fraudulent activiy on your account is suspected. Click here'to verify your activiy.”

“The MC3 has seen numerous social enginesring attacks recently where the atiacker prefended to be someone eise. I one.
instance the attacker requesied help with geting ‘thei” direct deposit information changed. In another nstance, the attacker
requested money be sent via gt cards in order fo “Use the cards for markeling purposes while out of town.” Mutiple incidents.
have occurred when the attacker was able 1o get the Wictim to give them money for “senvices.” Atiackers may contact an
organization more than once to oblain incremental information. After multle calls, an atiacker may have enough information to
‘compromise an account.
To help prevent yoursel from falling victim o tis type of attack, the MC3 suggests the following steps be considered and taken
‘when possible.
" Confim who you are speaking with. This can be done by asking the caller for more information which they.
‘shouid already know or have if they truly are the person or organization they are pretending o be.
= Trink before you cick. Priorto clicking on a ink or atachment n an emai, ask yourself i it makes sense for this.
‘person to have sent you this emai.
= Take a breath before taking any actons. The goal of his fype of atack s o get the ictm to take hasty actons
without realizing wha they are doing.
+ Gve generlreponscs v rowding any leacingnformaton. Use cauon ot o corot o answerany Gueston
forthe possible attacker.

‘Any addiionl questions or concems can be sent o the Michigan Cyber Command Center (MC3) at me3@michigan.qov or at
1.877-MI-CYBER|




